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Abstract

The idea of design by contract (DBC), realized in the
dtatically typed object-oriented programming language
Eiffel, can be viewed as a systematic approach to
specifying and implementing object-oriented software
systems. We believe that a statically typed programming
language is not suitable in the analysis and design phase
of a prototyping-oriented software life cycle. For this
purpose, dynamically typed interpreted programming
languages are better suited. Unfortunately, dynamically
typed programming languages usually do not support the
concept of DBC. Therefore we integrated DBC into the
programming language Python by using a metapro-
gramming approach, i.e., without changing the language
or the run-time system. We adopted the DBC concept by
adding mechanisms for dynamic type checking for
method parameters and instance variables. The proposed
combination of a more formal approach with a dim
programming language provides a good basis for
elicitation and documentation tasks in the analysis and
design phase, especially in cases of a prototyping-
oriented software development approach. Although the
approach presented provides basic tool support for the
analysis and design phase, further tool support,
especially for browsing assertions, isdesirable.

1. Motivation

Understanding, using and customizing object-oriented
class libraries are major tasks in object-oriented software
development. These tasks can be supported by appropri-
ately written documentation. An example of a documen-
tation scheme for object-oriented systems can be found in
[11].

In datically typed object-oriented programming
languages like C++, Eiffel and Java, designers and pro-
grammers are both supported and restricted by the
underlying type system; i.e.,, overriding methods must

meet the type rules imposed by the base classes (static
type of parameters and return values).

In Eiffel additional support is available by using
assertions for classes and methods. Assertions are ee
ments of formal specifications and express correctness
conditions for classes and/or methods. Assertions are part
of the implementation and are checked at run time.

The underlying theory, design by contract (DBC), can
be viewed as a systematic approach to specifying and
implementing object-oriented software systems. Meyer
enumerates the primary benefits of this approach [7]:

A better understanding of object-oriented software

construction in general

A systematic approach to building correct software

systems

An effective framework for quality assurance

A method for documenting software

Better control of the inheritance mechanism

A technique for dealing with abnormal cases, leading
to a proper use of exception handling mechanisms

The benefits of DBC are not limited to statically typed
languages but can also be valuable for dynamically
(weakly) typed programming languages like Smalltalk,
Self and Python. Enriching the DBC concept with a type-
checking mechanism for method parameters and instance
variables (as described in Section 3) leads to a better un-
derstanding of the relationships between classes.
Additionally, type safer and thus more reliable software
systems can be produced.

We implemented the enriched DBC model for the
programming language Python [5], [9], [10] to illustrate
the feasahility of the approach. Conceptually this work
enhances the programming language Python in terms of
correctness support. The main reason for implementing
DBC support for Python was the need for a system that
provides support in the analysis and design phase:



Modeling domain knowledge in an object-oriented
fashion

Partial specification of semantics of the domain model
by means of formal techniques

Experimentation (i.e., prototyping) with the software
architecture of the evolving domain model

We believe that the proposed combination of an
enriched DBC model and the programming language
Python provides a good basis for handling these tasks.

The ideas presented in this paper are applicable for
any object-oriented, dynamically typed programming
language. The effort necessary to implement these ideas
depends on the specific language mechanisms available.

2. Underlying Theory

In this section we give an overview of the underlying
theory as documented in [6], [7]. We describe DBC only
asfar asit isrelevant for understanding our approach for
dynamically typed programming languages. The original
literature quoted above may serve as basis for clarifying
certain aspects of the theory. As described in [6], asser-
tions may appear

as part of a method (preconditions and postconditions)
as classinvariants

as check instructions

asloop invariants

Any of the assertions above consists of one or more
assertion clauses, each based on a boolean expression.
The value of an assertion is true if and only if every
assertion clause in the assertion yields the value true. An
assertion violation at run time triggers an exception (see

[6)).

Preconditiong/Postconditions The specification of a
method is made up of a pair of assertions, i.e,
preconditions and postconditions.

put (v: T)is

-- add item v to queue
require

not full
do

ensure

count =old count +1;

(old empty) implies (item() = v)

not empty

item((last - 1 + capacity) \\ capacity) = v
end -- put

Figure 1. Preconditions and postconditions

Figure 1 shows a method put that adds an item v of
type T to a queue. Adding an item requires that the queue
isnot yet full.

For postconditions, old-expressions are available. The
value of the expression on method exit is the value of the
expression as evaluated on method entry. In Figure 1
count = old count + 1 means that after addition of an
item the number of elements in the queue is increased by
1

Assertion clauses may also comprise expressions with
boolean implications using the keyword implies. In
Figurel (old empty) implies (item() = v) indicates that if
the queue was initially empty, the value at cursor position
will be the onejust inserted.

Method put(v: T) can be replaced by any method that
satisfies the obligation defined by the original cotract
(by means of preconditions and postconditions). In
object-oriented programming, method substitution is usu-
ally achieved by subclassing and overriding methods. In
Eiffel, preconditions and postconditions must be defined
in subclasses using require else and ensure then
specification, expressing that the new assertions are
variations of the base-class assertions. Variation means
that the preconditions are or-ed with the original
preconditions and that thepostconditions are and-ed with
the original postconditions. This rule (also known as
subcontracting) is valid not only for direct ancestors of a
class but also for the entire inheritance path. This has the
following implications:

Weakening the preconditions or
preconditions of the inherited method.
Strengthening the postconditions or at least retaining
the postconditions of the inherited method.
Strengthening is very common, as overriding methods
usually do more (e.g., changing the value of additional
instance variables).

retaining the

Class invariants. Class invariants specify properties any
object of the class must satisfy at every instant. The
invariant of a class is obtained by concatenating the
classes own invariants with theinvariants of all parent
classes. This means that a class inherits not only
interfaces and implementation but also theinvariants of
base classes.

deferred class Personfeature

invariant
age >=0;
age < 100;
len(name) > 0;
socialSecurityNumber > 1000;
end

Figure 2. Class invariants



Figure 2 shows the invariants of a class Person,
implying a number of consistency conditions on every
object of class Person.

Class invariants are checked at method invocation
jointly with the preconditions and on leaving a method
jointly with the postconditions. A classis said to be con-
sistent when these checks yield true for every method of a
class. Class consistency is an import aspect of correct-
ness. A class is said to be correct if it is consistent and
every routine of the class is check-correct (i.e., no check
instruction (see next section) in any method yields an
error) and loop-correct (i.e., no loop invariant (see
section “Loop invariants’) in any method yields an
error).

Check Instructions A check instruction defines a
property that must be satisfied at the point of definition.
Check instructions are comparable to assert Macros in
C/IC++[1].

Loop Invariants. Correctness conditions on loops may
be specified by means of loop invariants and loop vari-
ants. The invariant determines the properties ensured by
the loop on exit, whereas the variant guarantees the
termination of the loop’ s execution.

3. DBC Modd for Python

Correctness is defined by Pomberger [8] as “the soft-
ware system’s fulfillment of the specification underlying
its development”. Thus DBC is a more powerful
approach than gatic type systems (as supported by
progranming languages like C++ and Java), as
assertions are formal specifications of properties of a
software system.

From this viewpoint it is legitimate to support the
DBC approach in dynamically typed programming lan-
guages like Python. Nevertheless, static typing also
contributes to the correctness of a software system. We
therefore also provide simple mechanisms to support type
checks on parameters and instance variables at least at
run time.

The model described here is illustrated by the pro-
gramming language Python. From a conceptual perspec-
tive the model is valid for any programming language.
Section 4 discusses some architectural issues on
implementing DBC for Python.

3.1 DBC Elements

Preconditions/Postconditions. In our Python mode
every method has its associated documentation. The basic
idea of our Python DBC modd is, to specify precondi-
tions and postconditions in the documentation section of

a method. Preconditions and postconditions are checked
according to the theory (see Section 2). Figure 3 shows a
method SetProperties of class Person.

There may be an arbitrary number ofreq: and ensure:
clauses but only one param: clause per method. The
param: assertion is a feature beyond standard DBC con-
cepts. The param: clause describes the type of parameters
(not including the first parameter self) in the order of
their occurrence. The param: clause leads to a run-time
type-check of the parameters. Type checking is possible
not only for Python built-in types but for arbitrary class
types. We believe that this addition and its methodical
use leads to better understandable Python Code and that
it is a mechanism for higher correctness of the devel oped
software.

def SetProperties(self, age,ssn):

param: IntType, IntType;
olds.age: self.age;

req: age > 0;
req: self.age > 0 andself.age < 100;

ensure: self.olds.age =self.age - 1;
ensure: if age > 65:self.pensioner == 1;

self.age= age
self.ssn=ssn

Figure 3. Python preconditions and postconditions

There are no special keywords (like require else and
ensure else in Eiffel) necessary for overridden methods.
The preconditions of the overridden method are
automatically or-ed with the original preconditions, and
the postconditions of the overridden method are
automatically and-ed with the original postconditions.
Thisruleis valid not only for direct ancestors of a class
but also for the entire inheritance path.

Although Python supports multiple inheritance,
inheritance of preconditions and postconditions is re-
stricted to single inheritance. We impose this limitation
for the following reasons:

We do not want to encourage the use of multiple in-
heritance, as it is often difficult to understand [12]. In
addition multiple inheritance can be reproduced by
means of single inheritance and by use of the Adapter-
Pattern [3].

The model for solving name conflicts is poorly devel-
oped in Python. If an attribute is defined in more than
one place in the hierarchy, Python takes theclosest
and leftmost version from the perspective of the object
qualified [5]), which makes understanding multiple
i nheritance architectures even harder.



As shown in Figure 3, the specification of old expres-
sions is possible. The right side of theold expression
(self.age in our case) may consist not only of e ementary
data types but of arbitrary class types. In the latter case, a
deep copy of the object is created at method entry.

Boolean implications (as described in Section2) can
be simulated by writing if statements inreq: or ensure:
clauses (see ensure: if age>100: self.pensioner == 1 in
Figure 3).

Class invariants. In Python every class has, as does
every method, its associated documentation. The basic
idea is to specify class invariants in the documentation
section of a class. Classinvariants are checked according
to the theory (see Section 2). Figure 4 shows class
Person, a subclass of LivingThing.

class Person(LivingThing):

inv: self.age >= 0;

inv: self.age < 100;

inv: len(self.name) > 0;

inv: self.socialSecurityNumber > 1000;

def __init__(self, a, n,ssn):

type: age: IntType,
name: StringType,
socialSecurityNumber:IntType;

self.age= a
self.name=n
self.socialSecurityNumber=ssn

Figure 4. Python invariants

Figure 4 shows the invariants of a class Person,
defining a number of consistency conditions on every ob-
ject of class Person.

Method __init__, which semantically is comparale to
C++ constructor operations, shows an example of atype:
clause. The type: clause provides a mechanism for
describing the types of instance variables of a class. What
we already stated for the param: clause is also valid for
the type: clause. The only difference is that thetype:
clause is treated like a class invariant; i.e., the types of
instance variables are always checked before and after
invocation of a method.

Check Instructions Check instructions can be placed
anywhere in method implementations. A check
instruction may contain oneboolean expression. Figure 5
shows an example of method SetAge in class Person,
which is a subclass of classLivingThing.

This check instruction could be replaced by a pre-
condition, which would have a dightly different
semantics, as the preconditions of the base class

LivingThing would have to be checked on program
execution, too.

class Person(LivingThing):

def SetAge(self, age):
self.Check(“age > 10 and age < 100")

Figure 5. Python check instructions

Loop Invariants. Loop invariants are currently not
considered in our DBC mode for Python, as they are a
lower level kind of specification compared to invariants,
preconditions and postconditions and check instructions.
In this context we point out again that our emphasis is
not on correct software but on providing mechanisms to
combine formal approaches with object-oriented technol-
ogy. For this purpose we do not consider loop invariants
to be essential.

3.2 Handling Violations

Currently any failed assertion leads to an entry in a
logfilethat clearly records, the reason of the violation.

We consider this approach to be sufficient, as we see
the application of our DBC/Python model in the analysis
and design phase, where it suffices, to know that an
exception occurred that contradicts the domain model
devel oped.

Nevertheless, an exception handling mechanism could
be incorporated, as Python provides language
mechanisms for exception handling.

4. Alternativesfor Implementing DBC

In principle there are two possible solutions to estab-
lish DBC support for a programming language. Oneis by
means of directly changing the syntax of the language
and by changing the semantics of the run-time system.
The other approach is to use metaprogramming
techniques.

4.1 Changing the Language

In order to support purely and elegantly DBC it would
be necessary to include the mechanism in the language.
Nevertheless, this approach would probably conflict with
general language design principles of Python.

Python’s main goal, from the viewpoint of laguage
design, is simplicity; adding any feature to the laguage
has to be carefully considered. In the case of DBC, a
number of keywords would have to be added and the run-
time system would have to be changed considerably.

Python is, in principle, an interpreted language where,
comparable to Java, interim code is generated and
executed. When a module isimported by another module,



Python internally compiles its code to an intermediate,
portable form and stores it in a separate file. Subsequent
imports of the module lead to a direct import of the byte-
code file, thus avoiding the byte-code compile step. Thus
to support DBC on the language level, the byte-code
compiler had to be changed significantly, too; i.e, on
passing flags to the interpreter (indicating whether DBC
checking is enabled) corresponding code generation and
recompilation had to take place.

The business of code generation and recompilation
gets even more complicated when DBC checking can be
enabled and disabled selectively, i.e., for certain classes,
which is a desirable feature in prototyping-oriented
development.

4.2 Metaprogramming Approach

As we saw in the previous section, considerable
changes are necessary to support DBC on the language
level. We believe that we can support DBC without
changing the language and without imposing restrictions
on the user of the system.

In order to implement the DBC support, we used
metaprogramming techniques, wheremetaprogramming
refers to “programming at the level of program
interpretation, or in other words, to extending the inter-
preter of a given programming language in an
application-specific way. Traditionally, this concept is
available only in dynamically typed and interpreted
languages’ [13].

Execution Model. The basic idea of our execution
model isto wrap every instance of a class for which DBC
checking is required in aWrapper object. Sending mes-
sages to this class results in the invocation of the
__getattr (__oetattr is comparable to
doesNotUnderstand: in Smalltalk [4]) method. This
mechanism allows us to inteccept any method call and to
make the appropriate DBC checks. Figure 6 sketches the
implementation of theWrapper class.

class Wrapper:
def __init__(self, object):
self.object= object
object.dbc= self

def __ getattr__(self, name):
attribute = getattr(self.object, name)
if type(attribute) ==types.MethodType:
return Wrapper.Methodéelf.object, attribute)
return attribute

class Method:
def __init__(self, object, method):
self.obj= object
self.m= method

def __ call__(self, *args):

dbcManager.CheckBeforeéelf.obj, self.m)
retValue= apply(self.method, args)
dbcManager.CheckAftergelf.obj, self.m)
return retValue

Figure 6. Intercepting method calls

Inthe _ call__ method, the method call (etValue =
apply (self.method, args)) is embedded in CheckBefore
and CheckAfter statements, which perform the necessary
DBC checks. We also have access to the arguments of the
method by means of the args parameter. It is therefore
possible to evaluate param: clauses if defined for the
method currently executing.

class Foo:
def foo:

de-f. -fool:
self.dbc.foo()

Figure 7. Accessing the wrapper

The execution model presented here has some draw-
backs:

It is not possible to use local variables of a method in
preconditions, postconditions or check instructions, as
checking is done outside the method scope.

If a method calls another method of the same object,

DBC checking can only take place if and only if the
message is sent via the wrapper object. To provide

support for this, the wrapper object registers itself in

the wrapped object (see Method __init__in Figure 6).

The assignment object.dbc= self in Method __init__

(see Figure 6) dynamically adds the instance variable
dbc to the wrapped object. Without this capability it

would be necessary to subclass every class with DBC

support from a common base class DBC. The DBC

class would maintain the reference to the wrapper
object. Figure 7 shows an example of how to access

the wrapping object.

The mechanism works due to the fact that instance
variablesin Python are not protected and therefore can

be accessed from outside. Nevertheless, this is not a

drawback of our DBC modd but a Python language

feature that eases the implementation of DBC.

We believe that the restrictions imposed and the pro-
gramming style forced (especially for calling methods of
the same class) do not substantially affect programmers.

The process of DBC checking is controlled by an
environment variable (to switch on and off checking) and
by a configuration file. The configuration file consists of
alist of module/class pairs that have to be checked. Thus
by altering the configuration file, DBC checking can
selectively be enabled and disabled for certain classes. In



addition, it is possible to exclude certain objects of a class
to be checked, simply by not wrapping them with a
Wrapper object. From the perspective of correctness, this

freedom is not desirable, but from the perspective of the

proposed usg, i.e., in the analysis and design phasg, itisa
very convenient feature.

Parsing. We provide support for traditional parsing

(before or at application startup) and a late parsing

approach. Both parsing techniques heavily rely on the
reflective capabilities of Python. This means that not the
source code of files is parsed, but the metainformation
provided by the run-time system. This approach was
applicable, as the necessary metainformation (e.g.,
classg/base class relationships, methods of a class, docu-
mentation of a class or method) is available at run time.
This availability reduces the parsing effort substantially,
as parsing is based onprestructured symbol information.

In Python, the metainformation of a class (and its base
classes) is available automatically after class loading;
thus to implement the traditional parsing approach,
dynamic class loading based on a textual specification (a
configuration file) had to be used. An appropriate
mechanism is provided by Python.

In case of the late parsing approach, interception of
the class loading mechanism is necessary to be able to
parse the metainformation without having to change the
code to be parsed. Whether a class had already been
parsed and whether DBC support should be provided by a
class is checked at loading time. The configuration file
already mentioned controls the parsing activities, i.e.,
whether a class has to be parsed. If a class has to be
parsed (according to the configuration file), all its base
classes are parsed, too. This is necessary to avoid
conflicts with the theory of subcontracting (see Section
2).

We encourage the use of the late parsing technique as
it guarantees that the currently relevant assertions are
considered. We bdieve that the traditional parsing
technique is an additional feature to provide symbol
information, i.e.,, DBC information, in a persistent form
that can be used by other tools.

M etaprogramming concepts. In the above section we
showed how to build an execution model and a parser by
means of metaprogramming techniques. The approach
presented here is also suitable for other dynamically
typed programming languages.

Technique Purpose

Method call Necessary to perform DBC checks

interception before and after method invocation

Instance variable | To be able to maintain areference

extension to the wrapper object in the
wrapped object without having to

Technique Purpose
inherit this feature from a base
class
Intercepting Necessary for late parsing
module (class) technique to automatically gain the
loading relevant DBC information
Reflection Provides access to class objects,

method objects, and documentation
of amethod or a class; allowsthe
implementation of parsers on the
basis of the metainformation
provided

Table 1. Metaprogramming techniques

The  effort necessary  depends on  the
metaprogramming support available in the respective
language. Table 1 lists themetaprogramming techniques
used.

5. Benefits

We do not discuss the benefits of DBC in Python from
the perspective of correctness; instead, we relate it to the
phases of the software life cycle.

Figure 8 illustrates our idea of a software life cycle
[8]. The emphasis of this prototyping-oriented life cycle
is on the two planned iterations in the analysis and
design phase (user interface prototyping, architecture and
component prototyping). We see the main benefits of a
DBC solution with Python within these two iterations.

Thereisageneral need for formalization (see[2]). We
believe that the proposed combination of an object-ori-

ented, dynamically typed, interpreted programming
language and a formal method like DBC is a perfect
combination of informal and formal approachesin the
first phases of the software life cycle.

In prototyping-oriented development, an interpretable
and lean language far outperforms a statically typed
programming language like Eiffel. This makes our
DBC/Python approach especially valuable for proto-

typing-oriented development, no matter whether the
DBC technique is used during requirements elicitation
and specification or in the design phase, where the
emphasisison evaluating different design approaches.
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Figure 8. Prototyping-oriented software life cycle

Support in the implementation and/or test phase is
possible in cases where the software system is imple-
mented in Python (and not just prototyped with it). In
this case the assertions developed in the analysis and
design phase can be of direct benefit in the implementa-
tion and especially testing phase, as they are part of the
software system and reflect parts of the specification.

In cases where the target language is different from
the prototyping language, direct benefit from the DBC
technique can only be drawn if appropriate tool support is
available (see next section).

6. Tool Support

We regard tool support to be essential in the analysis
and design phase. Furthermore tool support is required to
make use of our approach in the implementation and test
phases.

Especially with the emphasis on using this techique
for requirements elicitation and documentation as well as
in the design phase (architecture prototyping), there is a
need for an interactive tool that allows easy irspection
and editing of assertions, inherited assertions, etc.

To support this approach throughout the entire
software life cycle, adapters are necessary to transform
Python code (especially the class structure, method
signatures and the assertions) to the target language of
the project, eg., C++, Java This needs smart bi-
directional transformational tools, as most statically
typed programming languages do not have the amount of
metaprogramming support available that would be
necessary for a smooth and straightforward
transformation process.

7. Conclusion

In this paper we showed that the concept of DBC can
be integrated with a dynamically typed object-oriented

programming language. We believe that this approach is
interesting for the analysis and design phase of a
prototyping-oriented software life cycle. We also showed

that the implementation is possible without directly
changing the language syntax but by means of
metaprogramming techniques. This implementation
approach can also be used for other dynamically typed
object-oriented programming languages. We also believe
that further tool support (especially interactive browsers)

is necessary to fully benefit from this approach in a
prototyping-oriented procedure.
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